
Information Assurance Specialist 

Required Secret Security Clearance 

Job Description:       

 Conducts security assessments and security consulting services. 

 Analyzes information security requirements 

 Applies operating system security configuration 

 Applies analytical and systematic approaches in the resolution of problems of work flow, 

organization, and planning. 

 Conducts security certification and accreditation for information technologies. 

 Analyzes and prepares documentation in support of the Risk Management Framework(RMF) 

security posture. 

Other Required Skills & Abilities: 

 Knowledge of processes or methodologies to resolve total system problems. 

 Knowledge of Information Assurance Vulnerability Management (IAVM) processes and 

procedures. 

 Knowledge of Information Assurance Vulnerability Alert (IAVA) processes and procedures. 

 Knowledge of Information Assurance requirements. 

 Ability to apply IA requirements to resolve technology problems. 

 Knowledge of eMass and the C & A process. 

 Ability to conduct security assessments and security consulting services. 

 Ability to apply analytical and systematic approaches in resolving problems with work flow, 

organization, and planning. 

 Ability to conduct security certification and accreditation for information technologies 

 Skilled in analyzing information security requirements. 

 Ability to apply operating system security configuration. 

 

 


